
 

Elgin Support Document – Add Firewall Rule for roadworks.org Adaptor Page 1 

Add Firewall Rule for Elgin roadworks.org Adaptor 
November 2016 

 
Elgin is completing the migration of roadworks.org to new hosting infrastructure to ensure our services are 
fast and reliable for the future. We will be decommissioning our legacy servers on 15 December 2016. A 
small change to your organisation’s network firewall policy may be necessary to enable data from your 
streetworks system to continue to reach Elgin’s servers. Instructions on how to make the firewall change and 
how to test it can be found below. 
 
Failure to make the firewall change could result in a break in service for roadworks.org users. 
 
Below are the necessary steps to ensure that the Elgin Adapter will continue to be able to transmit data to 
Elgin.  
 
Please email us at support@elgin.org.uk confirming you have successfully tested the connection to the 
Elgin server using the steps below. We need to know so we can tick you off the “at risk” list. If you encounter 
any difficulties, please let us know, we are on hand to help. 

1) Add firewall rule 

A rule should be added to the firewall that is protecting the server that runs the Elgin Adapter, to allow 
outbound TCP traffic on ports 80 and 443 to IP address 52.16.106.4. Please do not remove any 
existing firewall rules as this may cause the Adaptor to fail. 

2) Test the changes 

Step A: Identify Elgin Adapter user account 
 
The first step is to know what is the Windows User account that is being used by the Elgin Adapter to 
send roadworks updates. In order to do that: 
 

 Log into the host machine (any user) where the Elgin adapter is currently installed 

 Open the Windows Task Scheduler and look for the scheduled task that periodically triggers the 
execution of the Elgin adapter 

 Double-click on the relevant entry to open the properties window 
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From the properties window identify the user account that is used by the Scheduled task that runs the 
Elgin adapter (highlighted above). 
 
Step B: Install Telnet client (if required) 

 
You will need to test connectivity to our new IP address through the Telnet via the command-line. 
Microsoft Telnet needs to be active, it is normally disabled by default. You can refer to the following 
Microsoft TechNet page on how to activate Telnet: https://technet.microsoft.com/en-
us/library/cc771275(v=ws.10).aspx 

 
Step C: Run Telnet command 

 

Run the following command, substituting “UserAccountName” for the account name identified in Step A 
above. 
 
> runas /User:UserAccountName "telnet 52.16.106.4 80" 

 
If the connection to the Elgin server is successful you will be prompted to enter a password, and once 
authenticated a Telnet window will be open where you can send text commands and receive server 
responses. 
 

 
 
If the connection to the Elgin server is unsuccessful, the Telnet window will present an error message 
and quit instantaneously. If the Telnet window remains open with a blinking cursor then the connection 
is established and the Elgin Adapter will continue to work in the future.  

 

3) Email test confirmation to Elgin 

Finally, please ensure you email us at support@elgin.org.uk confirming you have successfully tested the 
connection to the Elgin server.  
 
We need to know so we can tick you off the “at risk” list. If you encounter any difficulties, please let us know 
as we are on hand to help. 
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